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UPGRADE OF SOFTWARE IMAGES BASED
ON STREAMING TECHNIQUE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/989,673, filed May 24, 2013, which isa U.S.
National Phase application which claims priority to Interna-
tional Application PCT/EP2011/069873, filed Nov. 10,2011,
which in turn claims priority to Patent Application No. EP
10194709.1, filed on Dec. 13, 2010. The contents of these
applications are incorporated herein by reference in their
entireties.

TECHNICAL FIELD

The solution according to one or more embodiments of the
present invention relates to the data-processing field. More
specifically, this solution relates to the migration of software
images.

BACKGROUND ART

Migration of software images is a commonplace activity in
modern data-processing systems; generally speaking, a soft-
ware image is a structure that includes software modules
installed on a mass memory of a computer (for example, its
operating system, application programs, and/or data). For
example, a typical scenario is the refresh of the computer to
upgrade its operating system to a new version thereof.

A standard migration procedure, aimed at moving from an
operating system that is currently installed on the computer
(referred to as source operating system) to another operating
system (referred to as target operating system), generally
involves the following steps. At first, a snapshot of the com-
puter is taken, and stored onto an external device (for
example, a removable disk or a remote server). A migration
tool is then run to collect configuration information of the
computer (which configuration information as well is stored
onto an external device). At this point, it is possible to install
the target operating system on the computer. The migration
tool is then run again to apply the stored configuration infor-
mation to the target operating system. In case any problems
are encountered with the target operating system (for
example, an incorrect operation of the computer), the snap-
shot of the source operating system is restored onto the com-
puter so as to return to its original condition.

However, the above-described migration procedure suffers
several drawbacks.

Particularly, the migration procedure is very slow. Indeed,
the installation of the target operating system takes a long
time (of the order of 30-60 min); during this time, the com-
puter is completely unavailable. Moreover, the restoring of
the source operating system, when necessary, takes a long
time as well (during which the computer is again unavail-
able). Further time is also spent to take the snapshot of the
source operating system, which operation should always be
performed before installing the target operating system (in
order to allow restoring the source operating system in case of
problems).

The migration procedure also requires a large storage space
(on the external device) to store the snapshot of the source
operating system; further storage space is also required to
store the configuration information.

In addition, any piece of configuration information thathas
not been collected with the migration tool (for example,
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because it has been forgotten) is lost once the target operating
system has been installed on the computer. Therefore, this
configuration information cannot be recovered any longer.
Indeed, the only possibility of accessing it would be to restore
the snapshot of the source operative system; however, this
operation is so time consuming that it is almost never per-
formed in practice. Conversely, when this happens it is com-
mon practice to try to apply the missing configuration infor-
mation manually; however, this operation is very prone to
errors and/or oversights.

U.S. Pat. No. 6,920,555 instead describes an in-place
migration process. For this purpose, a storage space that is
required to save the configuration information is estimated;
free storage space is created in a hard-disk of the computer, so
as to be sufficient to the store the configuration information.
The target software image is then installed onto the computer
(for example, by using a bootable CD or a network boot
image). At this point, it is possible to restore the configuration
information to the target software image from the free storage
space.

This allows avoiding the need of storing the configuration
information, for example, on a network server; in this way, the
migration process may proceed in parallel on multiple com-
puters. Moreover, the migration of the configuration informa-
tion may also be performed without any network connection.
However, the method described in this document suffers all
the other drawbacks pointed out above.

SUMMARY

In its general terms, the solution according to one or more
embodiments of the present invention is based on the idea of
maintaining the original content of the mass memory during
the migration process.

Particularly, one or more aspects of the solution according
to specific embodiments of the invention are set out in the
independent claims, with advantageous features of the same
solution that are set out in the dependent claims, whose word-
ing is herein incorporated verbatim by reference (with any
advantageous feature provided with reference to a specific
aspect of the solution according to an embodiment of the
invention that applies mutatis mutandis to every other aspect
thereof).

More specifically, an aspect of the solution according to an
embodiment of the invention provides a method for migrating
a data-processing entity (for example, a computer) from a
source software image installed on a mass memory of the
data-processing entity to a target software image stored on an
external source (for example, a remote image repository).
Each software image includes a plurality of memory blocks;
each memory block has a corresponding image address
within the software image. The mass memory includes a
plurality of memory locations, each one for storing a memory
block; the memory location has a corresponding memory
address within the mass memory. The method includes the
following steps. A portion of the mass memory is released (for
example, by shrinking the source software image). The
memory blocks stored in boot locations of the target software
image are relocated to the released portion; the boot locations
are the memory locations that have the memory addresses
equal to the image addresses of boot blocks of the target
software image, which boot blocks include the memory
blocks required to boot the data-processing entity up to load
astreaming function (adapted to download the target software
image from the external source). The boot blocks are stored
into the corresponding boot locations. The data-processing
entity is booted from the boot blocks in the corresponding
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boot locations (thereby loading the streaming function). Each
request of reading a selected memory block of the target
software image is served by the streaming function; the
streaming function downloads the selected memory block
from the external source and stores the selected memory
block into the released portion when the selected memory
block is not available in the mass memory, or it retrieves the
selected memory block from the mass memory otherwise.

A further aspect of the solution according to an embodi-
ment of the invention provides a computer program including
code means for causing a data-processing system to perform
the steps of this method when the computer program is
executed on the data-processing system; a still further aspect
of the solution according to an embodiment of the invention
provides a computer program product including a non-tran-
sitory computer readable medium embodying a computer
program, the computer program including code means
directly loadable into a working memory of a data-processing
system thereby configuring the data-processing system to
perform the same method.

Another aspect of the solution according to an embodiment
of the invention provides a system including means for per-
forming the steps of said method.

BRIEF DESCRIPTION OF THE DRAWINGS

The solution according to one or more embodiments of the
invention, as well as further features and the advantages
thereof, will be best understood with reference to the follow-
ing detailed description, given purely by way of a non-restric-
tive indication, to be read in conjunction with the accompa-
nying drawings (wherein, for the sake of simplicity,
corresponding elements are denoted with equal or similar
references and their explanation is not repeated, and the name
of'each entity is generally used to denote both its type and its
attributes—such as its value, content and representation).
Particularly:

FIG. 1 shows a schematic block diagram of a computer in
which the solution according to an embodiment of the inven-
tion is applicable,

FIG. 2A-FIG. 2G show a collaboration diagram represent-
ing a general overview of an exemplary application of the
solution according to an embodiment of the invention,

FIG. 3A-FIG. 3C shows an activity diagram describing the
flow of activities relating to a migration process according to
an embodiment of the invention, and

FIG. 4 shows a collaboration diagram representing the
roles of the main software components that may be used to
implement a preparation process according to an embodiment
of the invention.

DESCRIPTION OF EMBODIMENT(S)

With reference in particular to FIG. 1, there is shown a
schematic block diagram of a computer 100 in which the
solution according to an embodiment of the invention is
applicable. The computer 100 (for example, a PC) is formed
by several units that are connected in parallel to a system bus
105. In detail, one or more microprocessors (LP) 110 control
operation of the computer 100; a RAM 115 is used as a
working memory by the microprocessors 110, and a ROM
120 stores basic code of the computer 100. Several peripheral
units are clustered around a local bus 125 (by means of
respective interfaces). Particularly, a mass memory includes
one or more hard-disks 130 and drives 135 for reading optical
disks 140 (for example, DVDs or CDs). Moreover, the com-
puter 100 includes input units 145 (for example, a keyboard
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and a mouse), and output units 150 (for example, a monitor
and a printer). An adapter 155 is used to connect the computer
100 to a network (not shown in the figure). A bridge unit 160
interfaces the system bus 105 with the local bus 125. Each
microprocessor 110 and the bridge unit 160 can operate as
master agent requesting an access to the system bus 105 for
transmitting information. An arbiter 165 manages the grant-
ing of the access with mutual exclusion to the system bus 105.

The solution according to an embodiment of the invention
is used to migrate a software image installed on the computer
100 (for example, to upgrade its operating system to a new
version thereof). Generally, each software image includes
one or more software modules (for example, an operating
system, application programs, and/or data); the software
image is formed by a set of memory blocks (for example, each
one of 1-LOMB), which have corresponding addresses
within the software image (referred to as image addresses).

More specifically, a collaboration diagram representing a
general overview of an exemplary application of the solution
according to an embodiment of the invention is shown in FIG.
2A-FIG. 2G. The collaboration diagram shows the roles of
the main software components that are involved, and particu-
larly their static structure (denoted as a whole with the refer-
ence 200) and dynamic behavior (by means of a series of
exchanged messages, each one representing a corresponding
action, denoted with progressive sequence numbers pro-
ceeded by the symbol “A”).

Starting from FIG. 2A, a source software image 205s in
installed on the hard-disk 130; the source software image
2055 includes one or more logical partitions of the hard-disk
130, not shown in the figure (for example, a primary bootable
partition and possible additional partitions). The hard-disk
130 is organized into a set of memory locations with corre-
sponding addresses within the hard-disk 130 (referred to as
memory addresses), each one for storing a memory block.
The source software image 205s includes a source operating
system 210s and a deployment agent 215 (described in the
following), which are at least in part loaded into the working
memory 115.

A user 220 of the computer 100 submits, to the deployment
agent 215, a request for migrating the computer 100 to a target
software image 225 that is available on an external source—
for example, a remote image repository (action “Al:Mi-
grate”). In response thereto, the deployment agent 215
shrinks the source software image 205s—for example, by
exploiting a built-in function of the source operating system
210s (action “A2:Shrink™).

As a result, as shown in FIG. 2B, a portion 230 of the
hard-disk 130 is released. At this point, the deployment agent
215 downloads a set of boot blocks of the target software
image 225 (identified by the corresponding image addresses,
referred to as boot addresses); the boot blocks of the target
software image 225 include the memory blocks that are
needed to start a boot sequence of the target software image
225 up to load a streaming driver of the deployment agent,
described in the following (action “A3:Download”). The
deployment agent 215 then relocates the memory blocks of
the source software image 205s stored in boot locations of the
target software image 225 (having their memory addresses
equal to the boot addresses of the target software image 225)
to corresponding memory locations of the released portion
230—referred to as relocated memory locations 235S (action
“A4:Relocate”). The deployment agent 215 can now store the
boot blocks of the target software image 225 into their boot
locations—where they are differentiated in dark gray and
denoted with the reference 240z. In this way, the boot blocks
240¢ are arranged in the hard-disk 130 exactly where they are
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expected to be found during the boot sequence of the target
software image 225; nevertheless, this does not cause yet any
loss of information in the source software image 205s, since
the corresponding memory blocks that are overridden are
saved in the relocated memory locations 235s (action “AS:
Store™). At this point, the deployment agent 215 turns off and
then turns on the computer 100, so as to re-boot it from the
boot blocks 2407 of the target software image 225 in its boot
locations (action “A6:Re-boot™).

Therefore, as shown in FIG. 2C, a portion of a target
operating system 210z of the target software image 225 cor-
responding to its boot blocks 2407 and the streaming driver of
the deployment agent 215 are loaded into the working
memory 115. The deployment agent 215 then transfers a
user’s configuration of the source software image 205s to the
target software image 225 that is being installed on the com-
puter 100; for example, configuration information of the
source software image 205s is collected from the hard-disk
130 (mounted in the target operating system 210¢), and then
applied to a local version of the target software image 225—
i.e., in corresponding memory blocks written into the released
portion 230 (action “A7:Transfer”). The computer 100 can
now be used normally (running the local version of the target
software image 225), with every memory block of the target
software image 225 that is provided in streaming by the
streaming driver; for this purpose, as described in detail in the
following, the streaming driver reads the memory block by
retrieving it from the hard-disk 130 when available or by
downloading it from the external source otherwise (at the
same time storing it into the released portion 230), and writes
the memory block by storing it into the released portion 230
in any case. The user 220 can then test the computer 100 with
the local version of the target software image 225 extensively,
so as to verify whether it operates correctly (action “AS:
Stream”).

With reference now to FIG. 2D, when the user 220 is
satisfied of the operation of the computer 100 with the local
version of the target software image 225, s’he commits the
migration by submitting a corresponding request to the
deployment agent 215 (action “A9:Commit”). In response
thereto, the deployment agent 215 copies all the memory
blocks of the local version of the target software image 225
(from the released portion 230 when available or from the
external source otherwise) to their actual memory locations in
the hard-disk 130, having the memory addresses equal to the
corresponding image addresses (action “A10:Copy™).

Therefore, as shown in FIG. 2E, the local version of the
target software image (denoted with the reference 2057) is
now completely installed on the hard-disk 130, by overriding
the source software image. The computer 100 can now re-
boot from the target software image 2057, so as to operate
normally (action “Al11:Re-boot™).

Conversely, as shown in FIG. 2F, is the used is not satisfied
of'the operation of the computer 100 with the local version of
the target software image 225, s/he may roll-back to the
source software image 205s by submitting a corresponding
request to the deployment agent 215 (action “Al12:Roll-
back™). In response thereto, the deployment agent 215
restores the memory blocks ofthe source software image 205¢
from the relocated locations 235s to the boot locations of the
target software image 225 (action “Al3:Restore”). The
deployment agent 215 then enlarges the source software
image 205s so as to restore its original size, thereby overrid-
ing the memory blocks of the target software image 225
stored in the released portion 230 (action “A14:Enlarge”). At
this point, the deployment agent 215 turns off and then turns
on the computer 100.
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Therefore, as shown in FIG. 2G, the computer 100 re-boots
from the source software image 205s, thereby loading again
the source operating system 210s (action “A15:Re-boot™).

The above-described solution makes the computer ready to
use with the target software image in a very short time—just
after its boot blocks have been stored into the hard-disk (for
example, after 1-2 minutes for a typical size of the boot blocks
of 10-200 Mbytes); the operation of the computer is then
entirely normal (with its booting directly from the hard-disk
as usual), irrespectively of the availability or not of the other
memory blocks of the target software image in the hard-
disk—with only a slight degradation of performance of the
computer when it accesses memory blocks that are still to be
downloaded from the external source (which performance
degradation decreases over time, since more and more
memory blocks will be already available on the hard-disk
once they have been accessed once). Moreover, the time
required to have the computer ready to use is independent of
the size of the target software image.

This migration procedure does not require any additional
storage space. Indeed, the source software image remains on
the hard-disk; therefore, its configuration information may be
collected directly from the hard-disk for its application to the
target software image.

Moreover, the source software image is maintained as-is
until the user decides to commit the migration to the target
software image. Therefore, the configuration information of
the source software image is still accessible to the target
software image (until the migration is committed). In this
way, it is possible to collect (from the source software image)
and apply (to the target software image) any piece of configu-
ration information at any time during the test of the computer
with the target software image (even if it has been forgotten at
the beginning); this avoids, or at least substantially reduces,
the risk of losing any piece of configuration information
during the migration process.

The above-described solution also allows restoring the
source operating system (when necessary) in a very short
time, since it is still available on the hard-disk; indeed, this
operation only requires restoring the memory blocks of the
source software image that have been relocated (to store the
boot blocks of the target software image). Moreover, this
solution does not require taking any snapshot of the source
software image in advance for its restoring in case of prob-
lems (with a corresponding saving of time).

With reference now to FIG. 3A-FIG. 3C, there is shown an
activity diagram describing the flow of activities relating to a
migration process according to an embodiment of the inven-
tion, which migration process is represented with a method
300.

The method 300 begins at the black start circle 302, and
then passes to block 304 as soon as the user submits (to the
deployment agent) a request for migrating the computer to the
target software image. In response thereto, the deployment
agent at block 306 shrinks the source software image, so as to
release a portion of the hard-disk; for example, this result may
be achieved (using a built-in function of the source operating
system) by recovering unused storage space that is not allo-
cated yet to any files, or by deleting temporary files. Passing
to block 308, the deployment agent downloads the boot
blocks of the target software image from the external source
(as specified therein in association with the target software
image); for example, in Microsoft Windows the boot blocks
include (in addition to the streaming driver) a Master Boot
Record (MBR), a boot sector, a bootmgr.exe file, a boot\bcd
file, a system registry, a winload.exe file, and driver files
specified in the system registry. For this purpose, when the
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target software image is stored in an image repository of a
remote server, the deployment agent may act as a remote
access initiator that interacts with a remote access server of
the remote server—such as based on the Internet Small Com-
puter System Interface (iSCSI) protocol.

With reference now to block 310, the deployment agent
relocates the memory blocks of the source software image
stored in the boot locations of the target software image to the
released portion. Particularly, the memory blocks stored in
the boot locations of the target software image are read in
succession, and copied in the same order into the first memory
locations of the released portion.

Continuing to block 312, the deployment agent initializes
the released portion with a control structure for the streaming
driver. For this purpose, the deployment agent creates a block
map, which is used to associate each memory block of the
target software image with the memory location in the hard-
disk where it is stored (at the beginning, indicating that no
memory block of the target software image is available in the
hard-disk). Particularly, when the released portion (more pre-
cisely, a useful part thereof after the relocated memory loca-
tions and the control structure) has a size that allows storing
the whole target software image, it may operate as a local
repository for the target software image. In this case, the
block map may be a bitmap; the bitmap has an entry for each
image address of the target software image, which entry
includes an availability flag indicating whether the corre-
sponding memory block is stored in the same position within
the released portion (i.e., in the memory location having the
memory address equal to the image address plus an offset of
the useful part of the released portion within the hard-disk); at
the beginning, all the availability flags are deasserted (to
indicate that the corresponding memory blocks are not stored
in the released portion). Conversely, when the released por-
tion has a size that does not allow storing the whole target
software image, it may operate as a local cache for the target
software image. In this case, the block map may be a lookup
table; the lookup table has an entry for the memory address of
each memory location of the useful part of the released por-
tion, which entry includes the image address of the memory
block of the target software image that is stored therein, and
an update flag indicating whether the memory block has been
updated (with respect to its original version in the external
source); at the beginning, all the entries of the lookup table
have the image addresses equal to anull value (to indicate that
no memory blocks are stored in the released portion). In
addition, the deployment agent creates a boot list; the boot list
specifies the boot addresses of the target software image. The
deployment agent also creates a copy counter, which specifies
the image address of the last memory block of the target
software image that has been copied to its correct position
within the hard-disk after the migration has been committed,
as described in the following (being set to zero at the begin-
ning). Passing now to block 314, the deployment agent stores
the boot blocks of the target software image into their boot
locations (as indicated in the boot list).

The deployment agent turns off and then turns on the
computer at block 316, so as to cause it to re-boot from the
boot blocks of the target software image in its boot locations.
Indeed, a boot loader stored in a firmware of the computer that
is executed at its turn on—for example, the Basic Input/
Output System (BIOS)—identifies the hard-disk as a boot-
able device; therefore, the BIOS loads the MBR, the MBR
loads the boot sector, the boot sector finds and starts the
bootmgr.exe file, the bootmgr.exe finds and reads the
boot\bed file to determine the memory locations of and then
load the system registry, the winload.exe file, and the driver
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files specified in the system registry; the winload.exe then
starts the streaming driver of the deployment agent, which
overrides a standard file-system driver of the target operating
system (to serve every request of accessing any memory
block of the target software image, as described in the fol-
lowing). Continuing to block 318, the deployment agent
mounts the hard-disk on the computer from the target oper-
ating system (so as to allow accessing it, and then the source
software image).

At this point, the deployment agent transfers the user’s
configuration of the source software image to the target soft-
ware image; for example, the user’s configuration of the
source software image includes settings (such as relating to
the appearance and the behavior of the operating system or
application programs) and/or data (such as peripheral drivers,
cookies and address books). For this purpose, the deployment
agent at block 320 collects the configuration information of
the source software image by running a suitable migration
tool—for example, the ScanState.exe program of the User
State Migration Tool (USMT) in Windows. In this case, for
each request (by the migration tool) of reading a memory
block of the source software image at a corresponding image
address (referred to as configuration memory block and con-
figuration image address, respectively), the streaming driver
verifies at block 322 whether the configuration memory block
has been relocated to the released portion (i.e., when the
configuration image address is equal to one of the boot
addresses ofthe target software image, as indicated in its boot
list). If so, the streaming driver at block 324 updates the
configuration image address so as to point to the correspond-
ing relocated memory location. The method 300 then
descends into block 326; the same point is also reached from
the block 322 directly when the configuration memory loca-
tion has not been relocated. At this point, the streaming driver
retrieves the configuration memory block from the memory
location having the memory address equal to the (possibly
updated) configuration image address. Continuing to block
328, the streaming driver applies the collected configuration
information to the target software image (by executing the
LoadState.exe program of the USMT in the example atissue);
for this purpose, the streaming driver writes corresponding
memory blocks of the target software image in the hard-disk
(as described in the following).

The computer 100 can now be used normally (running the
target software image). Particularly, the method 300 descends
into block 330 as soon as a request for reading a selected
memory block of the target software image (at a correspond-
ing selected image address) is submitted to the target operat-
ing system (for example, from an application program). The
read request is passed at block 332 to the streaming driver,
which verifies whether the selected memory block is already
available on the hard-disk. For this purpose, the streaming
driver at first compares the selected image address with the
boot addresses of the target software image (as indicated in
the boot list), to determine whether the selected memory
block is a boot block, and then always stored into the corre-
sponding boot location. If not, the streaming driver compares
the selected image address with the copy counter to determine
whether the selected image address is equal to or higher than
the copy counter, and then the selected memory block has
already been copied to its correct position within the hard-
disk (after the migration has been committed, as described in
the following). Conversely, different operations are per-
formed according to the mode of operation of the released
portion. Particularly, when the released portion operates as
local repository, the streaming driver retrieves the corre-
sponding availability flag in the bitmap, to determine whether
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the selected memory block is stored or not in the released
portion (when the availability flag is asserted or deasserted,
respectively); on the other hand, when the released portion
operates as local cache, the streaming driver looks for the
selected image address in the lookup table, to determine
whether the selected memory block is stored or not in the
released portion (when the selected image address is found or
not found, respectively). The flow of activity then branches at
block 334 according to the result of the verification.

When the selected memory block is not available in the
hard-disk, the streaming driver downloads the selected
memory block from the external source at block 336. The
method 300 now forks into two branches that are executed
alternatively, according to the mode of operation of the
released portion. Particularly, if the released portion operates
as local repository, the streaming driver at block 338 stores
the selected memory into the corresponding memory location
of the released portion (having the memory address equal to
the selected image address plus its offset); at the same time,
the corresponding availability flag in the bitmap is asserted
(to indicate that the selected memory block is now available in
the hard-disk). Conversely, if the released portion operates as
local cache, the streaming driver at block 340 looks for a free
memory location in the released portion (i.e., having the
corresponding image address in the lookup table equal to the
null value). Descending into block 342, if no free memory
location is available, the streaming driver at block 344 evicts
a memory location of the released portion; the memory loca-
tion to be evicted is selected—for example, according to a
Least Recently Used (LRU) algorithm—only among the ones
storing memory blocks than have not been updated after their
downloading from the external source (as indicated by the
corresponding update flag being deasserted), so as to avoid
any loss of information. The method 300 then descends into
block 346; the same point is also reached from the block 342
directly when a free memory location has been found. At this
point, the streaming driver stores the selected memory block
into the first free memory location of the released portion; at
the same time, in the lookup table the corresponding entry is
set to the selected image address (to indicate that the selected
memory block is now available therein), and the correspond-
ing update flag in deasserted (to indicate that the selected
memory block has not been updated).

Returning to the block 334, if the selected memory block is
instead available in the hard-disk (in the corresponding boot
block, at its correct position within the hard-disk, or in the
released portion), the method descends into block 348. In this
phase, the streaming driver retrieves the selected memory
block from the hard-disk. Particularly, if the selected memory
block is a boot block (i.e., the selected image address is one of
the boot addresses indicated in the boot list), the selected
memory block is retrieved from the corresponding boot loca-
tion (having the memory address equal to the selected image
address). Likewise, if the selected memory block has already
been copied to its correct position within the hard-disk (i.e.,
the selected image address is lower than the copy counter), the
selected memory block is retrieved from its correct memory
location (having the memory address equal to the selected
image address). Instead, if the selected memory is stored in
the released portion, the selected memory block is retrieved
from the memory location in the released portion having the
memory address equal to the selected image address plus the
offset of the released portion (when the released portion oper-
ates as local repository), or from the memory location having
the memory address associated with the entry of the lookup
table storing the selected image address (when the released
portion operates as local cache). In any case, the flow of
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activity merges at block 350 from the block 338, from the
block 346 or from the block 348; at this point, the streaming
driver returns the selected memory block to the file-system
driver, which in turn returns it to the application program.

The method 300 instead descends into block 352 as soon as
a request for writing a selected memory block of the target
software image (at a corresponding selected image address) is
submitted to the target operating system (for example, from
an application program). The write request is passed at block
354 to the streaming driver, which verifies whether the
selected memory block is already available on the hard-disk
as above. The flow of activity then branches at block 356
according to the result of the verification.

When the selected memory block is not available in the
hard-disk, the streaming driver stores the selected memory
block into the hard-disk by repeating the same operations
described above. Particularly, if the released portion operates
as local repository, the streaming driver at block 358 stores
the selected memory block into the corresponding memory
location of the released portion (having the memory address
equal to the selected image address plus its offset); at the same
time, the corresponding availability flag in the bitmap is
asserted. Conversely, if the released portion operates as local
cache, the streaming driver at block 360 looks for a free
memory location in the released portion. Descending into
block 362, if no free memory location is found, the streaming
driver at block 364 evicts a memory location of the released
portion (among the ones storing memory blocks than have not
been updated). The method 300 then descends into block 366;
the same point is also reached from the block 362 directly
when a free memory location has been found. At this point,
the streaming driver stores the selected memory block into the
first free memory location of the released portion; at the same
time, in the lookup table the corresponding entry is set to the
selected image address, and the corresponding update flag in
deasserted.

Returning to the block 356, if the selected memory block is
instead available in the hard-disk, the method descends into
block 368. In this phase, the streaming driver stores the
selected memory block into the corresponding memory loca-
tion. Particularly, if the selected memory block is a boot block
(i.e., the selected image address is one of the boot addresses
indicated in the bootlist), the selected memory block is stored
into the corresponding boot location (having the memory
address equal to the selected image address). Likewise, if the
selected memory block has already been copied to its correct
position within the hard-disk (i.e., the selected image address
is lower than the copy counter), the selected memory block is
stored into its correct memory location (having the memory
address equal to the selected image address). Instead, if the
selected memory is stored in the released portion, the selected
memory block is stored into the memory location in the
released portion having the memory address equal to the
selected image address plus the offset of the released portion
(when the released portion operates as local repository), or
into the memory location having the memory address asso-
ciated with the entry of the lookup table storing the selected
image address (when the released portion operates as local
cache).

This streaming technique is then aimed at storing as many
memory blocks of the target software image as possible on the
hard-disk (to the contrary of the streaming techniques known
in the art for providing software images on demand, wherein
the memory blocks of the software images are downloaded
onto the computer only for their immediate use). Moreover,
when the released portion operates as local repository, the
downloaded memory blocks are stored permanently on the
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hard-disk (without disappearing after their use, neither when
the computer is turned off), so that they do not have to be
downloaded again for any next use thereof.

The method 300 now descends into block 370 once a
request for committing the migration to the target software
image is submitted to the deployment agent (by merging from
the block 358, from the block 366 or from the block 368). In
response thereto, the deployment agent at block 372 may take
a snapshot of the source software image (for example, for its
backup). For this purpose, every memory block of the source
software image is retrieved from the hard-disk; particularly,
the memory block is retrieved from the corresponding
memory location if it has not been relocated, or from the
corresponding relocated memory location otherwise. The
memory block is then stored onto an external device (for
example, a removable disk). Therefore, in this case it is pos-
sible to take the snapshot of the source software image only
when it may be actually necessary.

A loop is then performed for each memory bock of the
target software image. The loop begins at block 374, wherein
the streaming driver as above verifies whether a current
memory block ofthe target software image at a corresponding
current image address (equal to the copy counter plus one) is
already available on the hard-disk (in this case, only in the
boot locations or in the released portion). The flow of activity
then branches at block 376 according to the result of the
verification.

When the current memory block is not available in the
hard-disk, the streaming driver downloads the current
memory block from the external source at block 378. Con-
versely, the flow of activity descends from the block 376 into
block 380. At this point, if the current memory block is not a
boot block, the streaming driver at block 382 retrieves it from
the released portion; particularly, the current memory block is
retrieved from the memory location having the memory
address equal to the current image address plus the offset of
the released portion (when the released portion operates as a
local repository), or from the memory location having the
memory address associated with the entry of the lookup table
storing the current image address (when the released portion
operates as local cache). The method 300 then descends into
block 384 from the block 378 or from the block 382. In this
phase, the current memory block is copied to its correct
memory location (having the memory address equal to the
current image address), with the copy counter that is then
increased by one; at the same time, if the released portion
operates as local cache, the corresponding entry in the lookup
table is evicted (by setting its image address to the null value).
The flow of activity now passes to block 386; the same point
is also reached directly from the block 380 without perform-
ing any operation when the current memory block is a boot
block (since it is already stored in the correct position). A test
is now made to verify whether all the memory blocks of the
target software image have been processed. If not, the flow of
activity returns to the block 372 to repeat the same operations
on a next memory block of the target software image. Con-
versely, the loop is exit by descending into block 388, wherein
the deployment agent disables the streaming driver (also
removing it from the boot sequence of the target software
image). At this point, the deployment agent turns off and then
turns on the computer at block 390, so as to re-boot it from the
target software image for its normal operation (without any
need of the external source any longer).

This copy procedure may be performed in the background,
s0 as to be substantially opaque to the operation of the com-
puter; in this way, the computer may continue working nor-
mally, with the only difference that any memory block of the
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target software image is now accessed in its correct position
after it has been copied therein. More specifically, when a
request for accessing (either for reading or writing) a selected
memory block of the target software image (at a correspond-
ing selected image address) is submitted to the operating
system, the access request is again passed to the streaming
driver, which verifies whether the selected memory block has
already been copied (i.e., whether the selected image address
is lower than or equal to the copy counter). If so, the selected
memory block is accessed in the memory location having the
memory address equal to the selected image address; other-
wise, the selected memory block is read or written by repeat-
ing the same operations described above.

For example, the operations of the copy procedure may be
iterated according to a workload of the computer. For this
purpose, the workload of the computer is monitored (for
example, every 10-100 ms); if the workload of the computer
is lower than a predefined threshold (for example, because no
operation is performed at the moment), one or more memory
blocks of the target software image are copied by repeating
the above-described operations. In this way, it is possible to
minimize the impact of the copy procedure on the operation
of the computer. As a result, the actual switch to the target
software image is very fast (since it only requires the re-boot
of the computer).

Alternatively, the method 300 instead descends (from the
block 358, from the block 366 or from the block 368) into
block 392 once a request for rolling-back the source software
image is submitted to the deployment agent. In response
thereto, the deployment agent at block 394 restores the
memory blocks of the source software image from the relo-
cated locations to the boot locations of the target software
image (by reading them in succession from the relocated
memory locations, and copying them in the same order into
the corresponding boot locations of the target software
images as indicated in its boot list). The deployment agent
then enlarges the source software image at block 396 (for
example, again by exploiting a built-in function of the source
operating system), so as to restore its original size and then
overrides any memory blocks of the target software image. At
this point, the deployment agent turns off and then turns on
the computer at block 398, so as to re-boot it from the source
software image for its normal operation.

In both cases, the method 300 ends at the concentric white/
black stop circles 399 (either from the block 390 or from the
block 398).

The above-described solution requires the knowledge of
the boot blocks of every software image. For this purpose, for
example, it is possible to prepare the software image accord-
ingly. In this respect, reference is made to FIG. 4 showing a
collaboration diagram representing the roles of the main soft-
ware components (denoted as a whole with the reference 400)
that may be used to implement a preparation process of a
generic software image to be used in the solution according to
an embodiment of the invention.

The preparation process is implemented in a system
including a server computer 405s (with its working memory
and mass memory, denoted with the references 415s and
4305, respectively). The server computer 405s runs a deploy-
ment manager 435—for example, the IBM Tivoli Provision-
ing Manager for Images (or TPMII) of the IBM Tivoli Provi-
sioning Manager for OS Deployment (or TPM for OSD) by
IBM Corporation (IBM and Tivoli are trademarks of IBM
Corporation). The deployment manager 435 manages a
repository of master software images (or simply master
images) 440; each master image 440 provides a basic version
of a corresponding software image (for example, created by
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capturing the content of a hard-disk of a donor computer
wherein it was previously installed), wherein specific con-
tents relating to any configuration of the donor computer (for
example, drivers and registry settings) have been removed.
The server computer 4055 also includes a repository of mod-
els 445; each model 445 instead includes contents specific for
a corresponding configuration of the computers where the
software images have to be deployed. Moreover, the deploy-
ment manager 435 interacts with a remote access server 450
for allowing accessing data remotely (for example, based on
the iSCSI protocol).

An operator 455 selects a software image (including a
selected master image 440 and a selected model 445) for a
specific type of computers, represented by a corresponding
auxiliary computer 405a (action “B1:Select”). The auxiliary
computer 405a (with its working memory and mass memory,
denoted with the references 415a and 430q, respectively)
runs a deployment agent 460 for interacting with the deploy-
ment manager 435. In response thereto, the deployment man-
ager 435 wakes-up the deployment agent 460 on the auxiliary
computer 4054, by passing an identifier of the selected soft-
ware image (action “B2:Wake-up”). As a consequence, the
deployment agent 460 mounts the selected software image as
a remote disk (i.e., by acting as an iSCSI initiator in the
example at issue) for accessing it remotely through the remote
access server 450. As a result, a temporary software image (or
simply temporary image) 465 for exclusive access by the
auxiliary computer 405a is created; the temporary image 465
is simply defined by an index structure pointing to the
memory blocks of the selected master image 440 and of the
selected model 445—i.e., without making any copy thereof.
The temporary image 465 is mounted with a block-tracing
function enabled, so as to trace the image address of any
memory block of the temporary image 465 that is accessed
(action “B3:Mount”).

At this point, the deployment agent 460 simulates the boot
sequence of the auxiliary computer 405a on the temporary
image 465 (up to the loading of the deployment agent); for
example, in Microsoft Windows the deployment agent 460
reads the MBR, the boot sector, the bootmgr.exe file, the
boot\bed file, the system registry, the winload.exe file, the
driver files specified in the system registry, and the streaming
driver (action “B4:Simulated boot™). Once the simulated boot
sequence has been completed, the deployment agent 460
unmounts the temporary image 465 (action “B5:Unmount”).
The deployment agent 460 then commits the temporary
image 465 to the deployment manger 435 (action “B6:Com-
mit”). In response thereto, the deployment manager 435
builds a new software image (or simply new image) 470 from
the temporary image 465 (simply defined by its index struc-
ture); moreover, the new image 470 is associated with the list
of the memory blocks that have been accessed during the
simulated boot procedure, which memory blocks define the
corresponding boot blocks (action “B7:Build”).

Naturally, in order to satisfy local and specific require-
ments, a person skilled in the art may apply to the solution
described above many logical and/or physical modifications
and alterations. More specifically, although this solution has
been described with a certain degree of particularity with
reference to one or more embodiments thereof, it should be
understood that various omissions, substitutions and changes
in the form and details as well as other embodiments are
possible (for example, with respect to numerical values).
Particularly, different embodiments of the invention may
even be practiced without the specific details set forth in the
preceding description to provide a more thorough under-
standing thereof; conversely, well-known features may have

10

15

20

25

30

35

40

45

50

55

60

65

14

been omitted or simplified in order not to obscure the descrip-
tion with unnecessary particulars. Moreover, it is expressly
intended that specific elements and/or method steps described
in connection with any embodiment of the disclosed solution
may be incorporated in any other embodiment as a matter of
general design choice.

For example, similar considerations apply if the same solu-
tion is implemented with an equivalent method (by using
similar steps with the same function of more steps or portions
thereof, removing some steps being non-essential, or adding
further optional steps); moreover, the steps may be performed
in a different order, concurrently or in an interleaved way (at
least in part).

The software images may include any software program
(for example, only the operating system without any applica-
tion programs); likewise, the memory blocks may include any
kind of information (for example, one or more sectors, files,
libraries, directories, combinations or portions thereof).
Moreover, the target software image may be provided from
any equivalent external source (for example, a removable
storage device). In any case, the proposed technique may be
used to install a different operating system, to downgrade the
computer to a previous version of the same operating system,
to restore a snapshot of the computer for disaster recovery, or
for any other reason.

The same technique may also be applied to any other
operating system with whatever boot sequence. For example,
in Linux (being a trademark of Linus Torvalds) the boot
blocks include (in addition to the streaming driver) the MBR
including the GRBU boot loader, and the /boot directory
including the kernel and the initrd file system; in this case,
during the boot sequence the BIOS loads the MBR including
the GRBU, the GRBU finds the /boot directory and loads the
kernel and the initrd file system, the GRBU boots on the
kernel, the kernel starts the initrd file system, and the initrd
file system starts the streaming driver.

In any case, the above-described streaming function may
be implemented by whatever equivalent structure (even with-
out any deployment agent). Moreover, the software images
may be prepared in a different way (for example, by actually
booting the auxiliary computer and tracing the memory
blocks that are accessed during the booting sequence to iden-
tify its boot blocks).

The proposed technique may also be used to install the
target software image exactly as it is provided by the external
source (for example, to restore a previous snapshot of the
computer).

In this case, it is also possible to avoid transferring any
configuration information of the source software image.

In any case, the configuration information may include any
other type of information (for example, application programs,
documents, and the like); the configuration information may
also be collected from the source software image and/or
applied to the target software image with equivalent tech-
niques (even manually, by simply copying some files).

The operation of committing the migration to the target
software image (by copying its memory blocks to their cor-
rect position within the hard-disk) may be performed in any
other way.

For example, the memory blocks may be downloaded con-
tinually even while the computer is tested; moreover, it is also
possible to commit the migration to the target software image
in a single action (for example, by copying all its memory
blocks at the same time after they have been downloaded).

The workload may be monitored with any other frequency
oronly during specific periods (for example, at night); similar
considerations apply if the workload is monitored for the
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computer, the server, the network, or any combination
thereof. Moreover, the threshold value for the workload may
be defined in any other way (for example, by weighting its
contributions with different weights). Similar considerations
apply if two or more memory blocks are downloaded at the
same time when the workload falls below the threshold value.

Equivalent algorithms may be implemented to ensure the
coherence of the memory blocks of the target software image
while they are copied to their correct positions.

Alternatively, it is also possible to maintain the streaming
driver always enabled, even after the target software image
has been completely downloaded (for example, for down-
loading up-to-date versions of the memory blocks).

Similar considerations apply if other procedures are envis-
aged for rolling-back to the source software image.

The released portion of the hard-disk may be obtained in
any other way (for example, by compressing some files); in
any case, only part of the hard-disk may be shrunk (for
example, some partitions thereof).

Any equivalent control structure may be implemented for
use by the streaming driver (when the released portion oper-
ates as either local repository or local cache).

Similar considerations apply if the program (which may be
used to implement each embodiment of the invention) is
structured in a different way, or if additional modules or
functions are provided; likewise, the memory structures may
be of other types, or may be replaced with equivalent entities
(not necessarily consisting of physical storage media). The
program may take any form suitable to be used by any data-
processing system or in connection therewith (for example,
within a virtual machine); particularly, the program may be in
the form of external or resident software, firmware, or micro-
code (either in object code or in source code—for example, to
be compiled or interpreted). Moreover, it is possible to pro-
vide the program as an article of manufacture implemented on
any computer-usable medium; the medium can be any ele-
ment suitable to contain, store, communicate, propagate, or
transfer the program. For example, the medium may be of the
electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor type; examples of such medium are fixed
disks (where the program can be pre-loaded), removable
disks, tapes, cards, wires, fibers, wireless connections, net-
works, broadcast waves, and the like. In any case, the solution
according to an embodiment of the present invention lends
itself to be implemented even with a hardware structure (for
example, integrated in a chip of semiconductor material), or
with a combination of software and hardware suitably pro-
grammed on otherwise configured.

Alternatively, the system has a different structure or
includes equivalent components, or it has other operative
characteristics. In any case, every component thereof may be
separated into more elements, or two or more components
may be combined together into a singe element; moreover,
each component may be replicated to support the execution of
the corresponding operations in parallel. It is also pointed out
that (unless specified otherwise) any interaction between dif-
ferent components generally does not need to be continuous,
and it may be either direct or indirect through one or more
intermediaries. Particularly, the system may be based on a
different architecture (for example, a wide area, global, cel-
Iular or satellite network), and exploiting any type of (wired
and/or wireless) connections. In any case, each computer may
have another structure or may include similar elements (such
as any other mass memory—for example, based on flash
memories); moreover, it is possible to replace the computer
with any data-processing entity, either based on a physical
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machine or a virtual machine (such as a PDA, amobile phone,
and the like), or with a combination of multiple entities.

What is claimed is:

1. A method for migrating a data-processing entity from a
source software image installed on a mass memory of the
data-processing entity to a target software image stored on an
external source, each software image including a plurality of
memory blocks, each memory block having a corresponding
image address within the software image, and the mass
memory including a plurality of memory locations for storing
memory blocks, each memory location having a correspond-
ing memory address within the mass memory, wherein the
method includes the steps of:

releasing a portion of the mass memory;

relocating memory blocks stored in boot locations of the

target software image to the released portion, the boot
locations being memory locations having memory
addresses equal to the image addresses of boot blocks of
the target software image including memory blocks
required to boot the data-processing entity to load a
streaming function adapted to download the target soft-
ware image from the external source;

storing the boot blocks into the corresponding boot loca-

tions,

booting the data-processing entity from the boot blocks in

the corresponding boot locations thereby loading the
streaming function; and

serving each request for reading a selected memory block

of the target software image by the streaming function,
the streaming function downloading the selected
memory block from the external source and storing the
selected memory block into the released portion when
the selected memory block is not available in the mass
memory, or retrieving the selected memory block from
the mass memory otherwise.

2. The method according to claim 1, further comprising the
step of:

serving each request for writing a further selected memory

block of the target software image by the streaming
function, the streaming function storing the further
selected memory block into the corresponding boot
location when the further selected memory block is one
of the boot blocks or into the released portion otherwise.

3. The method according to claim 1, wherein the method
further comprises the steps of:

after booting the data-processing entity, collecting con-

figuration information from the source software image;
and

applying the configuration information to the target soft-

ware image by storing corresponding memory blocks
into the released portion.

4. The method according to claim 3, wherein the step of
collecting configuration information from the source soft-
ware image comprises:

retrieving a set of configuration memory blocks of the

source software image, each configuration memory
block being retrieved from the released portion when
relocated therein or from the corresponding memory
location otherwise.

5. The method according to claim 1 further comprising the
step of:

in response to a request for committing the migration to the

target software image, copying all memory blocks of the
target software image, different from the boot blocks,
into memory locations having memory addresses equal
to the corresponding image addresses.
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6. The method according to claim 5, wherein the step of
copying all the memory blocks of the target software image
comprises:

the repetition of copying at least one current memory block

of the target software image by:

downloading the current memory block from the external

source when the current memory block is not available
in the released portion, or retrieving the current memory
block from the released portion otherwise; and

storing the current memory block into a memory location

having a memory address equal to the corresponding
image address.

7. The method according to claim 6, wherein the step of
copying all the memory blocks of the target software image
further comprises:

monitoring a workload of the data-processing entity; and

copying at least one current memory block of the target

software image being performed when the workload
falls below a threshold value.

8. The method according to claim 5, further comprising:

after the request for committing the migration to the target

software image, retrieving by the streaming function the
selected memory block available in the mass memory
from the memory location having the memory address
equal to the corresponding image address after the
selected memory block has been copied therein or from
the released portion otherwise; and

storing the selected memory block into the memory loca-

tion having the memory address equal to the correspond-
ing image address after the selected memory block has
been copied therein or into the released portion other-
wise.

9. The method according to claim 8, further comprising the
step of:
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disabling the streaming function after copying all the

memory blocks of the target software image.

10. The method according to claim 1, further comprising
the steps of:

in response to a request for rolling-back to the target soft-

ware image, restoring the relocated memory blocks into
the boot locations of the target software image; and
restoring the released portion of the mass memory.

11. The method according to claim 1, wherein the step of
releasing a portion of the mass memory further comprises
shrinking the source software image.

12. The method according to claim 2, wherein the released
portion has a size sufficient to store all the memory blocks of
the target software image, and further comprising the step of:

storing the selected memory block or the further selected

memory block into a memory location of the released
portion having the memory address equal to the corre-
sponding image address plus an offset of the released
portion within the mass memory.

13. The method according to claim 2, wherein the released
portion has a size sufficient to store only part of the memory
blocks of the target software image, further comprising the
steps of:

looking for a free memory location available in the released

portion to store the selected memory block or the further
selected memory block;

creating the free memory location by evicting a selected

memory location of the released portion when no free
memory location is found, the selected memory location
being selected among the memory locations of the
released portion storing a memory block being not writ-
ten after the downloading thereof; and

storing the selected memory block or the further selected

memory block into the free memory location.
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